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(57) Abstract :

The present invention relates to a hardware-accelerated system (100) and method for privacy-preserving decentralized federated learning of computer vision models
deployed on resource-constrained edge processing units (101). The system addresses the critical technical problem of gradient-based data reconstruction attacks that
compromise training data confidentiality even when raw data is retained locally. The invention integrates a CKKS-based homomorphic encryption engine (102) resident
on a dedicated cryptographic co-processor (103), a threshold-adaptive gradient compression and Gaussian noise injection module (104) implemented in firmware on an
embedded signal processing unit (105), and a peer-to-peer decentralized model aggregation controller (106) operating over a secure communication bus (107). By
dynamically co-optimizing the gradient pruning ratio and noise variance as correlated hardware-controlled parameters within bounded accuracy-loss thresholds, the
system achieves reconstruction resistance against Deep Leakage from Gradients attacks while constraining model accuracy degradation to below 4 percent, enabling
deployable privacy-preserving collaborative training across distributed industrial edge devices.
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